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(54) ACCESS MANAGING METHOD 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide an access managing method 
for obtaining the history of access to respective web sites by a web 
browser. 

SOLUTION: A client 10 having the web browser 11 can be connected 
with a repeating server 20. The repeating server 20 is connected to a 
plurality of web servers 30 (A, B and the like) providing a plurality of 
web sites. The client 10 accesses the respective web sites through the * >; 
repeating server 20. The access managing program 21 of the repeating 
server 20 accumulates the history of access to the respective web sites * 
by the user of the client 10 as an access managing table 22. 
Information for identifying the user can be stored in the client 10 of the 
pertinent user as a cookie. 
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Epitome 

[57) [Abstract] 

"Technical problem] The access control approach which can acquire the hysteresis of access to each website 
Dy the web browser is offered. 

[Means for Solution] The junction server 20 and connection are possible for the client 10 equipped with the web 
Drowser 1 1. This junction server 20 has connected with two or more web servers 30 (A, B, — ) which offer two 
or more websites, respectively. And a client 10 accesses each website through the junction server 20. Under the 
Dresent circumstances, the access control program 21 of the junction server 20 accumulates the hysteresis of 
access to each website by the user of a client 10 as an access control table 22. The information for identifying a 
user may be stored in the client 10 of the user concerned as Cookie. 
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CLAIMS 



[Claim(s)] 

[Claim 1] It is the access control approach which the junction server computer which can acquire web data from 
a website is made to perform while the client computer which executes a web browser program, and connection 
are possible. When the demand information which requires web data from said client computer is received, while 
transmitting the web data acquired from the website to said client computer The transmitting procedure which 
creates the access hysteresis information which shows having transmitted the web data concerned to said client 
computer, and by referring to said access hysteresis information The access control approach characterized by 
making said junction server computer perform the specific procedure of specifying the web data transmitted to 
said client computer. 

[Claim 2] It is the access control approach which the junction server computer which can acquire web data from 
a website is made to perform while the client computer which executes a web browser program, and connection 
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are possible. When said client computer has accessed first, while requesting to store the Cookie which gave 
jnique ID and contained this ID to this client computer From the initial procedure which creates the access 
lysteresis information containing the ID concerned, and said client computer When the demand information 
which requires web data is received, ID of the client computer concerned is acquired based on said Cookie. 
While transmitting the web data acquired from the website corresponding to demand information to said client 
computer The transmitting procedure which adds the information which shows that said web data were 
Tansmitted to the access hysteresis information containing acquired ID, and by referring to said access 
lysteresis information The access control approach characterized by making said junction server computer 
Derform the specific procedure of specifying the web data transmitted to the client computer which stores as 
3ookie ID contained in this access hysteresis information. 

]Claim 3] The storage procedure of memorizing the access condition information which specified the prior 
acquisition web data which must be acquired before said client computer acquires the web data concerned, for 
two or more web data of every which two or more websites offer, respectively While said junction server 
computer has performed beforehand, said transmitting procedure While determining the prior acquisition web 
data corresponding to the web data which said demand information shows by referring to said access condition 
nformation Only when it is checked based on said access hysteresis information that these prior acquisition web 
data are already transmitted to said client computer The access control approach according to claim 1 or 2 
characterized by transmitting the web data which said demand information shows to said client computer. 
[Claim 4] The access control approach according to claim 1 to 3 characterized by having further the procedure 
of offering said access hysteresis information to said website. 

[Claim 5] The access control approach according to claim 1 to 4 characterized by having further the procedure 
of transmitting said access hysteresis information to the client computer corresponding to this access 
hysteresis information. 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to the access control approach of managing access to a users 

website. 

[0002] 

[Description of the Prior Art] Since record of access to a website is saved conventionally at a web browser side, 
Cookie (Cookie) is used. By using this Cookie, it can know whether a web server is the user who had accessed 
[ whether the accessed client is a new user and ] previously. 

[0003] In addition, based on the request of each web server, Cookie is created by the client and saved. And a 
web server can be referred to by acquiring the information on Cookie that self requested creation from a client. 
[0004] 

[Problem(s) to be Solved by the Invention] However, the Cookie which can refer to a web server is restricted for 
seeing, although self requested creation. That is, don't refer to the Cookie created by the request of other web 
servers for a web server. For this reason, when a client accesses two or more websites in order, one certain 
web server is unable to acquire all the hysteresis of access. Therefore, in order for one certain web server to 
acquire all the hysteresis of access of a client, the special program for recording hysteresis on a client must be 
installed beforehand. However, it is not realistic to make many users install this special program in that client. 
[0005] Then, let it be the technical problem of this invention to offer the access control approach which can 
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acquire the hysteresis of access to each website by the web browser, without needing a program special to a 

client side. 

[0006] 

[Means for Solving the Problem] The following configurations were used for the access control approach by this 
invention in order to solve the above-mentioned technical problem. 

[0007] That is, it is characterized by making the junction server computer which can acquire web data from a 
website perform two or more following procedures while the client computer which executes a web browser 
program, and connection are possible for this access control approach. 

[0008] When the demand information which requires web data from said client computer is received, while these 
procedures transmit the web data acquired from the website to said client computer The transmitting procedure 
which creates the access hysteresis information which shows having transmitted the web data concerned to 
said client computer, and by referring to said access hysteresis information It consists of specific procedures of 
specifying the web data transmitted to said client computer, at least. 

[0009] Thus, a configuration accumulates the hysteresis of access to each website from a client computer as 
access hysteresis information. Therefore, based on this access hysteresis information, the information about the 
hysteresis of access to two or more websites of a client computer is managed unitary. 
[0010] 

[Embodiment of the Invention] Hereafter, the operation gestalt of this invention is explained based on a drawing. 
[0011] <1st operation gestalt> drawing 1 is system configuration drawing of this operation gestalt. Junction 
server equipment 20 and connection are possible for client equipment 10 through the Internet. In addition, 
although only one client equipment 10 is shown in drawing 1 , one junction server equipment 20 and connection 
are possible for much client equipments 10 respectively actually. Junction server equipment 20 is connected 
with two or more web server equipments 30A and 30B and — through the Internet, respectively. 
[0012] Client equipment 10 is a computer which has the storage section which is not illustrated [ HDD ], and the 
web browser program 11 is installed in the storage section. Based on the request from junction server 
equipment 20, this web browser program 1 1 creates Cookie 12, and stores it in the storage section of client 
equipment 10. 

[0013] Junction server equipment 20 is a computer which has the storage section which is not illustrated 
[ HDD ], and the access control program 21 is installed in the storage section. This access control program 21 is 
equipped with the web server program module and the server side program module. The server side program 
module is the cgi program described for example, in the Java script (the trademark or trademark of U.S. Sun 
Microsystems). [ in / in JavaScript / the U.S. and other countries ] And the access control program 21 creates 
the access hysteresis table 22 showing the hysteresis of access of client equipment 10, and stores it in the 
storage section of junction server equipment 20. 

[0014] Web server equipment 30A (30B, — ) is a computer which has the storage section which is not illustrated 
[ HDD 1 and the web server program which is not illustrated and web data 31 A (31 B, — ) are stored in the 
storage section. That is, web server equipment 30A is functioning as a website which offers web data 31 A. 
[0015] Drawing 2 is the mimetic diagram showing the portal screen which junction server equipment 20 offers. In 
addition, the web data for portals equivalent to the example of a screen of this drawing 2 are stored in the 
storage section of junction server equipment 20. And junction server equipment 20 transmits the web data for 
these portals based on the demand from client equipment 10. Then, the portal screen of drawing 2 is displayed 
on the display of client equipment 10. 

[0016] This portal screen is equipped with the frame of the couple mutually divided into right and left of drawing 
2 . Each web servers 30A and 30B, "Site A" to — which is a link, "Site B", and — are displayed on the frame on 
the left-hand side of drawing 2 . And if a user chooses one of links by operating the mouse of client equipment 
10 etc., the web data of the website corresponding to the selected link will be displayed on the frame on the 
right-hand side of drawing 2 . For example, selection of "Site A" displays web data 31 of web server 30A A on 
the frame on the right-hand side of drawin g 2 . 

[0017] Namely, based on actuation of the user of client equipment 10, junction server equipment 20 acquires 
web server 30A to web data 31 A, and transmits it to client equipment 10. At this time, junction server equipment 
20 stores which link the user chose as an access hysteresis table 22. 

[0018] Hereafter, the processing in this junction server equipment 20 is explained more concretely. Drawin g 3 is 
a flow chart which shows the display process of a portal screen. The flow chart of this drawing 3 is started, 
when client equipment 10 transmits the demand of the web data for portals and junction server equipment 20 
receives this demand. In addition, Cookie is not contained in the demand when client equipment 10 accesses 
junction server equipment 20 for the first time. On the other hand, Cookie is contained in the demand if client 
equipment 10 has accessed junction server equipment 20 before. 
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0019] In S001 of the beginning, junction server equipment 20 distinguishes whether Cookie is contained in a 
Jemand. When Cookie is contained, processing progresses to S005, and when Cookie is not contained, 
processing progresses to S002. 

0020] In S002, since Cookie is not contained in the demand, the user of client equipment 10 who has 
ransmitted the demand judges junction server equipment 20 to be a new user, and it publishes unique user ID 
lewly. 

.0021] In S003, junction server equipment 20 adds newly the record of the empty related with the user ID 
published by S002 to the access hysteresis table 22. In addition, although the hysteresis of access of a user is 
stored in this record by processing ( drawing 5 ) mentioned later, the hysteresis of access is not stored at this 
3 vent. 

0022] In S004, junction server equipment 20 transmits the information requested to create Cookie 12 containing 
:he user ID published by S002 to client equipment 10. Client equipment 10 creates Cookie 12 based on a 
-equest, and stores it in the storage section. 

[0023] Drawing 4 is the mimetic diagram showing Cookie 12. The "domain name", the "pathname", and the 
"expiration date" other than "user ID" are contained in this Cookie 12. The domain name of junction server 
equipment 20 is set to the field of a "domain name." In addition, in addition to a "domain name", the "pathname 
which shows the pass of the web data for portals may be set up. The time (future time) from which Cookie 1 2 
concerned becomes invalid is set to the field of an "expiration date." 

J)024] In S005, junction server equipment 20 transmits the web data for portals to client equipment 10, and ends 
arocessing. Then, a portal screen is displayed on client equipment 10. 

[0025] If a user chooses one of each links displayed on the frame on the left-hand side of this portal screen 
[ drawing 2 ), junction server equipment 20 will display the web data of the website corresponding to the link 
which the user chose as the frame on the right-hand side of drawing 2 by performing processing shown in the 
Row chart of drawing 5 . That is, if a link is chosen, the server side program module of the access control 
program 21 will start, and processing of the flow chart of drawing 5 will be performed. Hereafter, processing of 
the flow chart of this drawing 5 is explained. 

[0026] In S 101 of the beginning, junction server equipment 20 acquires the user ID contained in this Cookie 12 
based on Cookie 12 of client equipment 10. 

[0027] In S1 02, junction server equipment 20 specifies the record related with the user ID acquired by S101 with 
reference to the access hysteresis table 22. 

[0028] In S103, when the access hysteresis which shows the link which the user chose to the record specified 
by S102 is included, junction server equipment 20 will be distinguished if the user of client equipment 10 has 
accessed previously to the selected link, and advances processing to S105. On the other hand, in being other, 
junction server equipment 20 is distinguished from what the user of client equipment 10 accesses for the first 
time to the selected link, and it advances processing to S104. 

[0029] In SI 04, junction server equipment 20 adds the hysteresis of access to the record specified by S102 in 
the access hysteresis table 22. Specifically, junction server equipment 20 adds the information (domain name 
etc.) which pinpoints the website which the selected link shows to the record concerned. 

[0030] Drawing 6 is the mimetic diagram showing one record of the access hysteresis table 22. "Site A", "Site 
B", and "Site C" which show the website added like the above are contained in this record (access hysteresis 
information) besides "user ID." These "Site A" f "Site B", and "Site C" show the hysteresis of access of the 
user concerned. That is, the record of drawing 6 shows that the user of this "user ID" accessed SiteA, SiteB, 
and SiteC before. 

[0031] In S1 05, junction server equipment 20 acquires web server 30A (30B, — ) corresponding to the link which 
the user of client equipment 10 chose to web data 31 A (31 B, — ). 

[0032] In S1 06, junction server equipment 20 creates the web data which contained in the right-hand side frame 
( drawing 2 ) web data 31 A (31 B, — ) acquired by S105, and transmits them to client equipment 10. Then, web 
data 31 A (31 B, — ) corresponding to the link which the user chose as the frame on the right-hand side of 
drawing 2 is displayed on the screen of client equipment 10. Thus, to each website, a user accesses through 
junction server equipment 20 rather than is direct. 

[0033] As mentioned above, the information which shows the website which the user accessed is stored in the 
access hysteresis table 22. Therefore, junction server equipment 20 can know the hysteresis of access of each 
user by referring to this access hysteresis table 22. 

[0034] In addition, processing may be performed so that it may not admit that a user overlaps and accesses 
junction server equipment 20 to each website. 

[0035] Above junction server equipment 20 is applicable to a stamp rally. That is, junction server equipment 20 
and the management person of each website can regard that a user accesses a website as being given to the 
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rtamp of a stamp rally, and can carry out an imagination stamp rally. When the hysteresis of access of a user 
;hows that each website was accessed altogether, this user considers that junction server equipment 20 is what 
gained all the stamps. If various kinds of incentives by a premium etc. are combined with this stamp rally, more 
isers will access each website. 

0036] In addition, junction server equipment 20 may notify the user of client equipment 10 of the hysteresis of 
iccess of this user. That is, with reference to the access hysteresis table 22, junction server equipment 20 may 
ixtract the record related with the user ID of the user concerned, and may transmit the content of the 
extracted record to client equipment 10. 

0037] Moreover, junction server equipment 20 may transmit the data (statistical data etc.) extracted from the 
access hysteresis table 22 to each web server equipments 30A and 30B and — . In this case, the manager of 
iach website can know the utilization situation of other websites etc. 

$038] In addition, Cookie including User ID is stored in the client equipment 10 which the user concerned was 
operating. For this reason, if profile information (Cookie is included) transfers to other client equipments 10 from 
:his client equipment 10, other client equipments 10 will inherit the access hysteresis by former client equipment 
10. 

!0039] The access control program 21 of junction server equipment 20 is characterized by managing access so 
:hat a user may access the <2nd operation gestalt> book operation gestalt to each website according to the 
^redetermined sequence defined beforehand. For this reason, the access condition table 23 shown in drawing 7 
Dther than the access control program 21 shown in drawing 1 and the access hysteresis table 22 is stored in the 
storage section of the junction server equipment 20 of this operation gestalt. 

0040] this access condition table 23 — ** — " — when a user is going to access every website" to the website 
concerned, the website which must be accessed in advance is specified. In addition, the web data of the website 
specified on "conditions (prior access)" of drawing 7 are equivalent to prior acquisition web data. Moreover, if 
anything does not have the website which should be accessed in advance, "conditions (prior access) is 
"NULL" 

[0041] Although a user can access "Site A" unconditionally, in order to access "Site B", specifically, he has to 
access "Site A" in advance. Moreover, in order to access "Site C", "Site B" must be accessed in advance. 
Moreover, in order to access "Site D", "Site C" must be accessed in advance. Namely, as for this access 
condition table 23, the user has specified "Site A", "Site B", "Site C", "Site D", and the thing of — that should 
be accessed in order. 

[0042] And the access control program 21 of this operation gestalt has managed a users access by referring to 
this access condition table 23. For this reason, when the link of the portal screen of drawing 2 is chosen, 
processing shown in drawing 8 is performed instead of the processing shown in drawing 5 . Hereafter, the flow 
chart of this drawing 8 is explained. 

[0043] In S201 of the beginning, junction server equipment 20 acquires the user ID contained in this Cookie 12 
based on Cookie 12 of client equipment 10. 

[0044] In S202, junction server equipment 20 specifies the record related with the user ID acquired by S201 with 
reference to the access hysteresis table 22. 

[0045] In S203, junction server equipment 20 specifies "the conditions (prior access)" corresponding to the 
"website" which the link which the user chose shows with reference to the access condition table 23 ( drawin g 
7 ). The site of specified prior access is hereafter called a "prior access site." 

[0046] In S204, junction server equipment 20 distinguishes whether the prior access site pinpointed by S203 is 
included in the record of the access hysteresis table 22 specified by S202 as hysteresis. And if the prior access 
site is included, junction server equipment 20 will accept access to the link which the user chose, and will 
advance processing to S206. On the other hand, if the prior access site is not included, junction server 
equipment 20 branches processing to S205, without accepting access to the link which the user chose. 
[0047] In S205, since access was not accepted, by transmitting an error message, junction server equipment 20 
displays the error message concerned on client equipment 10, and ends processing. 

[0048] In S206, since access was accepted, as for junction server equipment 20, processing is advanced further. 
That is, junction server equipment 20 distinguishes whether the user has chosen this link previously. When the 
access hysteresis which shows the link which the user chose to the record of the access hysteresis table 22 
specified by S202 is included, junction server equipment 20 will be distinguished if this user has accessed 
previously to the selected link, and, specifically, advances processing to S208. On the other hand, in being other, 
junction server equipment 20 is distinguished from what the user of client equipment 10 accesses for the first 
time to the selected link, and it advances processing to S207. 

[0049] In S207, junction server equipment 20 adds the hysteresis of access to the record specified by S202 in 
the access hysteresis table 22. Specifically, junction server equipment 20 adds the information (domain name 
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3tc.) which pinpoints the website which the selected link shows to the record concerned. 

[0050] In S208, junction server equipment 20 acquires web server 30A (30B, — ) corresponding to the link which 
&ie user of client equipment 10 chose to web data 31 A (31 B, — ). 

[0051] In S209, junction server equipment 20 creates the web data which contained in the right-hand side frame 
[ drawingJ2 ) web data 31 A (31 B, — ) acquired by S208 f and transmits them to client equipment 10. Then, web 
data 31 A (31 B, — ) corresponding to the link which the user chose as the frame on the right-hand side of 
drawi ng 2 is displayed on the screen of client equipment 10. 

[0052] As mentioned above, junction server equipment 20 is supervising a users access based on the access 
condition table 23. Therefore, a user will access each website according to predetermined sequence. 
[0053] Therefore, this junction server equipment 20 can be used for the operation which advances processing by 
accessing two or more websites in predetermined sequence. For example, this junction server equipment 20 is 
applicable to a retail store, a wholesale store, a warehouse, and a delivery contractor to the operation which 
advances processing in order. In this case, user ID may be used as a slip number. 

[0054] With the <modification> above-mentioned implementation gestalt, junction server equipment 20 was 
identifying client equipment 10 based on Cookie. Not only this but junction server equipment 20 may identify 
client equipment 10 based on the IP address of client equipment 10. That is, the IP address of client equipment 
10 is used instead of the above-mentioned user ID. In this case, the web browser 11 of client equipment 10 may 
not support Cookie. Moreover, in the access control program 21 of junction server equipment 20, the processing 
about Cookie becomes unnecessary. 

[0055] (Additional remark 1) It is the access control approach which the junction server computer which can 
acquire web data from a website is made to perform while the client computer which executes a web browser 
program, and connection are possible. When the demand information which requires web data from said client 
computer is received, while transmitting the web data acquired from the website to said client computer The 
transmitting procedure which creates the access hysteresis information which shows having transmitted the web 
data concerned to said client computer, and by referring to said access hysteresis information The access 
control approach characterized by making said junction server computer perform the specific procedure of 
specifying the web data transmitted to said client computer. 

[0056] (Additional remark 2) It is the access control approach which the junction server computer which can 
acquire web data from a website is made to perform while the client computer which executes a web browser 
program, and connection are possible. When said client computer has accessed first, while requesting to store 
the Cookie which gave unique ID and contained this ID to this client computer From the initial procedure which 
creates the access hysteresis information containing the ID concerned, and said client computer When the 
demand information which requires web data is received, ID of the client computer concerned is acquired based 
on said Cookie. While transmitting the web data acquired from the website corresponding to demand information 
to said client computer The transmitting procedure which adds the information which shows that said web data 
were transmitted to the access hysteresis information containing acquired ID, and by referring to said access 
hysteresis information The access control approach characterized by making said junction server computer 
perform the specific procedure of specifying the web data transmitted to the client computer which stores as 
Cookie ID contained in this access hysteresis information. 

[0057] (Additional remark 3) Two or more websites for two or more web data of every currently offered, 
respectively The storage procedure of memorizing the access condition information which specified the prior 
acquisition web data which must be acquired before said client computer acquires the web data concerned While 
said junction server computer has performed beforehand, said transmitting procedure While determining the prior 
acquisition web data corresponding to the web data which said demand information shows by referring to said 
access condition information Only when it is checked based on said access hysteresis information that these 
prior acquisition web data are already transmitted to said client computer The» access control approach the 
additional remark 1 characterized by transmitting the web data which said demand information shows to said 
client computer, or given in two. 

[0058] (Additional remark 4) The additional remark 1 characterized by having further the procedure of offering 
said access hysteresis information to said website thru/or the access control approach given in either of 3. 
[0059] (Additional remark 5) The additional remark 1 characterized by having further the procedure of 
transmitting said access hysteresis information to the client computer corresponding to this access hysteresis 
information thru/or the access control approach given in either of 4. 

[0060] (Additional remark 6) It is the access control program which the junction server computer which can 
acquire web data from a website is made to execute while the client computer which executes a web browser 
program, and connection are possible. When the demand information which requires web data from said client 
computer is received, while transmitting the web data acquired from the website to said client computer The 
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transmitting procedure which creates the access hysteresis information which shows having transmitted the web 
data concerned to said client computer, and by referring to said access hysteresis information The access 
control program characterized by making said junction server computer perform the specific procedure of 
specifying the web data transmitted to said client computer. 

$061] (Additional remark 7) While the client computer which executes a web browser program, and connection 
are possible, the junction server computer which can acquire web data from a website, When the demand 
nformation which requires web data from said client computer is received, while transmitting the web data 
acquired from the website to said client computer The transmitting procedure which creates the access 
nysteresis information which shows having transmitted the web data concerned to said client computer, and by 
referring to said access hysteresis information Access control equipment characterized by having the storage 
section which stored the access control program which makes said junction server computer perform the 
specific procedure of specifying the web data transmitted to said client computer. 
0062] 

"Effect of the Invention] According to the access control approach of this invention constituted as mentioned 
above, the hysteresis of access to two or more websites depended on the web browser of client equipment is 
acquired. Moreover, that the usual web browser should just be installed, even if the special program for 
hysteresis acquisition of access is not installed, the hysteresis of access is acquired by client equipment. 



[Translation done.] 
* NOTICES * 

JPO and NCI PI are not responsible for any 
damages caused by the use of this translation. 

1. This document has been translated by computer. So the translation may not reflect the original precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



DESCRIPTION OF DRAWINGS 



[Brief Description of the Drawings] 

[Drawing 1] System configuration drawing of the operation gestalt of this invention 
[Drawing 2] The mimetic diagram showing a portal screen 

[Drawing 3] The flow chart which shows the display process of a portal screen 
[Drawing 4] The mimetic diagram showing Cookie 

[Drawing 5] The flow chart which shows access control processing of the 1st operation gestalt 
[Drawing 6] The mimetic diagram showing one record of an access control table 
[Drawing 7] The mimetic diagram showing an access condition table 

[ Drawing 8] The flow chart which shows access control processing of the 2nd operation gestalt 
[Description of Notations] 

10 Client Equipment 

1 1 Web Browser Program 

1 2 Cookie 

20 Junction Server Equipment 

21 Access Control Program 

22 Access Hysteresis Table 

23 Access Condition Table 
30A, 30B Web server 

31 A, 31 B Web data 
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[Drawing 4] 
[Drawing 6] 
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[Drawing 5] 
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